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Abstract—Overlay networks have been studied extensively touchwhich types of sensitive data. Here byuchwe mean

in recent years to achieve more reliable and failure-resisint
communications, to ensure certain performance charactestics
among a group of nodes, or to support efficient search in a peer
to-peer networks. However, one of the important considerabns
for building an overlay, namely policies, has been neglectein
the past research. In this paper, we formally study the probém of
constructing an overlay that satisfies a given set of polichased
grouping of nodes to ensure security. Based on graph theorieal
analysis and rigorous algorithm design, we present the fadwing
major contributions: (a) We formulate an optimization prob lem
to construct a minimum overlay that satisfies the policy-basd
access control groups, and prove that it is NP-complete; (b)Ve
design centralized algorithms that can achieve results vgrclose
to the optimal case (within 3% in terms of the total edge cost)
(c) We also design distributed algorithms that does not reqiie a
global knowledge of the network and show that it performs wel
In particular, it can generate overlays whose cost is up to 3@
smaller than a naive construction based on a minimum spannig
tree.

I. INTRODUCTION

common network operations such as receive, forward, and
process (e.g., encode, decode, downsample, retransmjt, et
Needless to say such policies will be useful in distributing
and controlling sensitive information, such as classified a
secret information in the military and intelligence comrityn
sensitive business information (e.g., HR data such asysalar
information), and private information of an organizatiend,
tentative budget numbers) or of an individual (e.g., health
record of a patient).

Of particular interest to this research is sharing infoiorat
across multiple collaborating groups in the emerging smart
network applications where certain types of information ca
be shared across groups but other types of information ghoul
be kept within the group responsible for it. Let us consider
two examples. First, in a smart grid system, multiple energy
companies and municipalities may share information at a
coarse granularity so that they can monitor the global tiefnd
energy consumption in a wide geographic area. But detailed

Overlay networks have been studied extensively in recanformation (e.g., real-time power consumption of eachdwsu
years for their practical importance in many application$old) is retained within the entities that are in charge (tlee
Various types of overlay networks and mechanisms to coarergy company and the city that the household belongsito) fo
struct them have been proposed to achieve more reliable amiyacy. This also helps mitigate information overload he t
failure-resistant communications among nodes [6], [18], bther parties. Second, in a smart health care system, ieultip
ensure certain performance characteristics among a grbuphospitals, households, and government entities may share
nodes, including bandwidth [14], data transfer delay [BL][ medical information but different entities may have access
efficient P2P search [10], [15], reliable content delivety, [ to different pieces of information at different granulgriEor
and multicast/group communication [7]. However, one of thexample, CDC may query hospitals for aggregate patholbgica
important considerations for building an overlay has beetata to analyze the trend of a suspected pandemic. On the
missing in the past research, namgiglicies In the net- other hand, a specialist may pull detailed patient recauhfa
working community, cyber security and information asseean primary care physician under the consent of the patients@he
issues (i.e., making sure that information access is gdaiate policies could be stated as follows.

the users that have credential) are becoming increasingtg m , |f (organization is (energycompany(household) or munic-
critical. Thus it is important to design a mechanism to build  ipality(household))) then allow access(MeterReading)
an overlay that can support access control policies in dflexi o If (queryOrigin is CDC) then allow ac-
and scalable manner. cess(aggregatePathologyData)

Broadly speaking, policies are the rules that specify high
level intent of a person or an organization, and are often There are several policy languages that can encode theaabsolicy
described in the form of constraints [3] In our context, Wrules shown below, including [4], [12], including a systehat can translate

: o ) - . Solicy rules in natural language (with constrained vocabes) into machine
consider policies that define constraints as to which nodes @rocessible policies [2].



« If (specialist isin ConsentList(patient)) then allow ac-
cess(fullMedicalRecord)

From these examples, we can see that policy-based contrQkanagsr,deptx
of information flow will be highly flexible and scalable in the
sense that the policy rules themselves are general butcstilt! irector, DeptY @
be used to evaluate numerous instances. For instance, we deices o e accessed by Polioy-compatble ovelays
not need to specify whether the inquiring municipality isstVe _Eiﬁg‘g’(’j;:‘iﬁomd . @
Chester, Rockland, or Orange county in the first example. \We nodes witin same Dept
just need to specify which attributes (in this case munidiga Transform @ @\L/.
of a household should be checked. Groups o @
- - . G1=1{N1,N3} (for financial data)
Although the flexibility and scalability of policy rules are  c2={N1,N2} (for project data, Dept X) o @
G3 ={N3, N4} (for project data, Dept Y) o .

powerful, they can create problems when we try to construct Non policy-compatble overlays
overlays for access controlled groups based on them. More
specifically, since each attribute of a data object (e.gushe
hold, patient) can be used to specify policies and typically
there will be multiple attributes per object (e.g., gendace, information access policies. We formally prove its NP-
occupation, etc. for a patient object), the number of groups completeness.
can potentially be huge. In the current IT systems that use, we design centralized heuristic algorithms for the policy-
policies the number of policies could be in the order of O(10)  compatible overlay construction problem. We prove that
- O(1000). If we assume the similar scale for the emerging the proposed algorithms will always construct policy-
smart network applications, the number of groups that need t  compatible graphs while trying to keep the number of
be maintained could be also large because a single policy may |inks added in the network as minimum as possible.
result in multiple groups (as illustrated in the exampleog, Simulation result shows that the proposed algorithm can
and maintaining a large number groups will be costly to emsur  achijeve results that are very close (within 3%) to optimal
that they are consistent with the pO|iCieS whenever th&m| for a small set of nodes. We also design distributed
or the group membership change. Thus the main focus of this  aigorithms and show that they can significantly reduce
paper is to create a minimum cost overlay that satisfies a set the cost (by up to 30%) compared to a naive construc-
of policy rules. tion based on minimum spanning trees The proposed

For concrete discussion, consider the example in Figure 1. distributed algorithms are shown to achieve performance
In this figure, there are two policie§inancial datashould close to the centralized algorithms.

only be accessed birectors and Project datashould only ~ , We extend our algorithms to support a secondary opti-

Director, Dept X @

(b)

Manager, Dept Y

®

%
®)

Fig. 1. Examples of policy-compatible overlays

be accessed by the nodes in the sdepartment These two
policies effectively generate three groupings, (— G3) of

mization goal of minimizing the total link cost along with
the primary objective of minimizing the number of links.

nodes as shown in the figure. We assume that group members We provide a single, tunable parameter that can control

can trust each other in the sense that nodenly forwards
groupi’s data to nodeu iff node u also belongs to group.

the behavior of the algorithms to gracefully transition
between the two objectives.

With this assumption, our goal is to construct a single @erl 1o remainder of this paper is organized as follows: Section

tho distribute datar(])n Whr:Ch a grougs comr_r:junlﬁan(;g does nf?&)rovides a short introduction on policy-based accesdrotn
ave to traverse through any member outside the gfénphe Section Il formulates the policy-compatible overlay cous-

figure, overlay (c) violates the policy becausg cannot talk tion problem and proves that this problem is NP-complete.

with N3 without involving a non-group membeNs, hence gqtions v and V propose centralized and distributed ayerl
violating the grouping rulé,. Similarly overlay (d) violates ¢qstrction algorithms, respectively. Section VI evidsahe

the gro_uping ruleGs. ) proposed algorithms using simulation, and finally Sectidh V
In this paper, we study the problem of constructing afyncludes the paper.

overlay that satisfies a given set of policy-based grouping.
Based on graph theoretical analysis and rigorous algorithm
design we present the following major contributions:

Il. POLICY-BASED ACCESS CONTROL

We consider a policy model that follow a general format

« We formulate an optimization problem in a graphyf event-condition-actiofECA) [3], which is described as
theoretic setting for constructing an overlay networkyhen eventoccurs, ifconditionis true then executactior?’.
with minimum number of links that satisfies the groupsyppose we have a set obdes N that want to access
level connectivity requirements derived from a set afgme data, and a set dfta contentsD. In a policy state-

ment, nodes are described by a well-defined settibutes

2While one can define many different versions of interestingriay A = {al e a A} where each attribute is a variable that
construction problems (e.g., for isolation policy, whicholibits having a ’ 1AL

link between isolated groups), this simple formulationmngd out to be rich Squort§ the operatllon$:, #,<,>, S, 2, 6,.93 e } Each )
and complex enough; Hence we just focus on this simple pdaiidiiis paper. nodew is then described by the set of attributed-value pairs



{(ai(u),vi(w)) : ¢ = 1,--- ,|A|} The contents are similarly First, setN = @. For eachz;,z;, we add three nodes
described by a set of attribute8 = {by,---,b;p}. For aj, bj,c; € N,and create two subsetsih N, = {a;, bj,c;}
example, the attributes of the nodes can be ipSubnet, spbscand N;;ﬁbﬂ' ={a;,b;}.
tionLevel, organizationld, etc. and the content attrisutan Then, for each;; = y;, V y;, V ;,, we add three nodes
be contentType, securityLevel, authorNgmie a particular o, p, q; € N, and create eight subsets fn
context. In policy statements, these attributes can be tesed pi; pit; a4z ai; v o or,
check the condition to determine whether a certain node c&f.s Ne; " Ne; %, Ney ™7, Neg ™ Neg 7 Neg 7%, Ne, ™
access certain data, and subsequently can decide how ths nod
should be grouped into access control groups.

Suppose we are given a set &f policy statementsX =

We next describe the construction of these subsets:

1) First, we setN,, = @ and addo;, p;,q; € N,.
2) Next, if y/* = z;,, then

{z1, -+ ,zx} where allzy's are the approval policies (i.e.,

the action is alway#pprovewhen the condition is mef)Let 1) Add aj,,c;, € Ne,, .

h{™ and h\”) respectively denote the portion of the boolean i) CreateNe," " = {aj,,pi}, Ne;™ " = {cj,,0i}.
expression for the node attributes and the data attribigtg, i elseify/* = z;,, then

the condition(zy) = h,(cn) A h,(f). Then for eachr,, we define i) Add bj,,cj, € N.,,

a set of nodesVy, € N such thatNy, = {u € N | h{" (u) = iy Create Ng' ™" = {bj;,,pi}, N = {c;,,0i}.

true}, which can access a subset of contebtg = {d € 3) Repeat fory,,, but we useg; instead ofp;.
D | h,(f) (d) = true}. In other words, for each policy, we 4) Repeat fony;,, but we use bothy; andp;.

form a “distribution group” of nodesVy, for a set of data | is easy to see that the construction(df, Q) is polynomial
Dy, within which a secure group communication should b ime. 'See Fig. 2 for an illustration of the construction of
enabled. . _ PoCO(N,, A) for a givenF.

In Section I1l, we discuss how to realize the secure coOmMmMUu-There are some remarks. If a sub3at € Q) has two nodes
nication groups imposed by the policies based on an overlélmy (.e. Ny, = {a,b}), then(a,b) € E for any compatible
network, and formulate it in a graph-theoretic optimizatioG = (N, E). Thus,Nij"bj, NPT NPitss  N3ta | Nditis

problem. Noin  Noiz - NZ™93 gre two-node subsets, which must be

[1l. COMPLEXITY OF POCO PROBLEM included as edges in any compatildle

.. Finally, we setA = 2h + Tm.
We prove the NP-completeness of the PoCO optimization

problem. The decision version of the problem is as follows. If Part): We show that ifF is satisfiable, theriV, 2, A)

Definition 1: (Policy-compatible Overlay (PQCO) DecisioniS satisfiable by constructing compatibie = (N, E). First,
Problen) Given a set of noded’, and a collection of subsets,We setE — o, and we include the two-node Subsng,bj’

Q2 ={Ny,..,Ng C N}. Decide if there exists a compatibIeNcp;,m]-l, NEIH Ngj"%, Ngjzjsy Ngzzjl, Nz Ngzzjs as

G = (N, E), such thaj®| < A. edges inF, for all variable; and clause. Tr{us, the induced

Th 1-Poli tibl lav decisi bl subgraphs of these subsets are connected.
p Cgojr\?r?z A Qlc%-lg:ompa; te overlay decision problem Then, for each variable;, either one ofz; or z; is true. If
0CO(N, 1, A) is NP-complete. x; is true, then we adda;, c;) € E. Otherwise, ifZ; is true,

Proof: It is easy to show that PoCO is in NP. We examin{ff1 .
. ddb;,c;) € E. Thus, the induced sub h b, .
each induced subgrajghy, of G to see if it is connected or not. isirc])r\?;lee?te(}j ir¢i) € us, the induced subgraph BT,

Checking the conqectivity in a graph is polynomial in- tim-e. Next, for each clause;, one literal must be true. Hence,
;—O f_hOV\; POCSOSEI_NP'EIard’ we rely on a polynomial tlmf'he correspondindx;,c;), wherex; € {a;,b;}, has been
reduction from problem. already included inE. Thus, the induced subgraph of,,
is connected.

Therefore, G = (V,E) is compatible. Moreover,
|E| =2h+7Tm = A, and(N, 2, A) is satisfiable.

Definition 2: (3SAT Problem Consider a 3-CNF formula
F consistingm clauses andu variables, i.e.F' = ¢; Aca A
-+ A cm, Where eacl; = y;, V oy, Vyj, andy;,, v, Yj, €
{x1,Z1,...,2n,Zp}. F is said to be satisfiable, if there exists
a truth assignment td”’, such that every clause has at Iea%
one true literal. 3SAT is well-known to be NP-complete.

(Only-if Part): We show that if(N,Q,A) is satisfiable,
en F is satisfiable. Suppos& = (V,E) is compatible
and |[E| = A = 2h + 7m. Since the induced subgraphs of

j\bj P\ pit; qi, T qi®;
. two-node subsetdVa/?, N NP NJTiz - N TiTas
Given a 3-CNF formulaF’, we assume each clause doe$;o;x;, oi “ “ g Cl

) ; . clause coex;o Nz - No™s must be connected i and their
not contain a literal and its complement (as this is tnylalleg* es,arecaisti,nctcmthe take @ 7m edaes fromE. Hence
satisfiable). We construct a corresponding PoQQ 2, A), 9 » (NeY pr7m edg ) ’

. e . : . o there remaim edges.
such thatf” is satisfiable, if and only if N, 2, A) is satisfiable. Next, we know that the induced subgraphshofiumber of

SWe assume the policy set does not include conflicting or éatitfe policy, ij subsets are also cqn_nectecGrusmg distinct edges' That
e.g., using policy analysis techniques described in [3]. totally take up all remaining. edges. Hence, eadN,, takes



r Lz, Cx, r Lz, Lz,

Fig. 2. An illustration of construction of PoCQV, 2, A) for a givenF = (z1 VZ2 V Z3) A (Z1 V 22 V z3) V (1 V 22 V x3). The truth assignment is
z1 = 0,z2 = 0,z3 = 1, which is depicted as the selected black edges in the figures.

up exactly one remaining edge. Therefore, wessess true, an edge(u,v) is added toEy:

if (a;,c;) € E. Otherwise, set,; as true, if(b;,c;) € E. This

is Ealjcoﬁ\)s,istent assighment for each variggle.J) NEW-CONNSw, v, Nk, i) = Cr,u{(u,0)} (Nk) = Cry (Nk)-
Finally, we also know that the induced subgraphs of\all The value returned by NEW-CONNS function is used in our

are connected it7. This implies that at least ong;,c;) in  algorithms hereafter as the “utility” of an edge for a graph

N, wherex; € {a;,b;}, is also present inV,,. Otherwise, Gy, in terms of how many node pairs to be connected due

other edge inV,, will require to take up an extra edge . to the addition of an edge to a graph. It is easy to see NEW-

Hence, every clause is satisfiable. CONNS returns in a polynomial time since there exist efficien
Therefore, we show that PoCO is NP-hard, because 3SAgorithms to verify the connectivity of all node pairs in a
problem is NP-complete. B graph.

Since PoCO is NP-complete, the optimization problem & Centralized algorithms

unlikely to be solvable in polynomial time. Our first centralized algorithm shown in Algorithm IV-A is
based on a greedy decision such that, at each step, an edge is
IV. CENTRALIZED OVERLAY CONSTRUCTION inserted whose addition maximizes the number of new group-
ALGORITHMS connected node pairs in the graph constructed thus fazlet

We begin by defining a few terms and notations that wilie the set of all pairs of nodes N, i.e., EYV = {(u,v)|u €
be used in the description of the algorithms throughout thi$, v € N, u # v}.
section. At each step of the WHILE loop (line 3-13), the GREEDY-
Suppose we are given a set of nodésnd a collection of its CONN keeps selecting an edge whose insertion to the graph
subset$) = {Ny,---, Nx}. We denote by2,, C Q the groups can get the most pair of nodes group-connected (lines 5, 10),
that a nodev € N belongs to, i.e.f2, = {N, € Qv € N;}. and adds it one by one to the graph (lines 11, 12), until no
Similarly, ©,,, denotes the groups that nodesand v both edge can add any new group-connected node pairs (line 7).
belong to, i.e. 2y, = 2y N Q. When more than one edges can be selected, one of them will
A pair of nodesu andv both in some grougVy, aregroup- be selected arbitrarily for breaking the tie.
connected inN, (Ng-group-connectedn short) in a graph  Itis easy to see GREEDY-CONN completes in a polynomial
G = (N, E) if there exists a connected path between them time w.r.t. | V| and |Q?| since, first, the NEW-CONNS routine
the subgraptG, = (Ni, Ex), where E;, C FE is the set of returns in a polynomial time which is repeated for eachxof
edges inE incident only on the nodes i,. We denote by groups (line 5), and, at each step of the main loop, one edge
Cg,(Ni) C Ny x Ni the set of Ni-group connected nodeis taken from all potential edge sets of sigZ€|(|N| —1)/2
pairs inGy = (Ni, Ey). (line 11) and added to the gragh (line 12).
Given a subgrapl@s;, = (Ng, E)), the following function Fig. 3 illustrates an example of the execution of GREEDY-
returns the number afewgroup-connected pairs iV, when CONN algorithm for two groupsV; = {1,2,3} and N, =



Algorithm 1 GREEDY-CONN Input (V, ), OutputG = Lemma 1:Graph G = (N, E) returned by GREEDY-

(N, E) CONN(V, ) is compatible w.r.tS2.
1. E—0 Proof: The proof is by contradiction. Suppose there is
2. F— EY a subgraphGy = (Ni, Ey) that is induced by a sev, € Q
3: while F # 0 do and is not connected. By definitio6;, has at least one pair of
4: for each(u,v) € F do . . .
. Ma) — 3K NEW-CONNS(u, v, Ny, Er) nodes,u anduv, between which there is no cc_)nnected path in
6 end for Gy. The edggu, v) is not Ej, (hence not inE either) because
7: if maxm,,.) = 0 then it would make a connected path betweeandwv. Therefore,
8: break since (u,v) ¢ E, FUE = EY, and FN E = (), upon
123_ ?39 Lf*)  argmax{m (wv) € F} the completion of the algorithn¥ is not empty and contains
1 Fep_ {(ﬁ’v*)} (w0) + A% (u,v), for whichm, ,y > 1 (the edge(u,v) can make the
122 E— BU{(u",v")} node pairu andv Nj-group connected). This means none of
13: end while the two terminating conditions of the algorithm (line 4 ar@) 1
14: return G = (N, E) is satisfied, contradicting to the assumption that the #lyor
has returned. [ |
While GREEDY-CONN makes the greedy choice of the
@ Nz Nz edges toward the our primary objective of minimizihg|
@ @ in the graph compatible w.r.€2, it is oblivious of the total
@ cost of edges added to the graph. To address our secondary
objective of minimizingc(F), we modify GREEDY-CONN
GC(N)=¢ GC(N)={(1,3)} to what is called GREEDY-MARGIN-CONNfor which a
GCWN2)=¢ GCWV)={(1,3)} single parameter can be used to systematically balance the
() (b) algorithm’s tendency toward either objectives.
More specifically, we say a non-negative integeis in the
0 a-margin of another integer. for m < n if > > « for real-
e ° valued constanty € [0,1]. Then, given a link cost function
e c: Nx N — R and a constanty, GREEDY-MARGIN-
CONN selects an edge at each step in the following manner.
GCWNV)={(1.3), (1,2), (2,3)} GC(N)={(1,3), (1,2), (2,3)} Like in GREEDY-CONN algorithm. GREEDY-MARGIN-
GC(Nz()C=){(1,3)} GC(N2)={(1(,3;» 1.4, B9} CONN keeps adding edges until all node pairs in all groups

are group-connected, The main difference is that, instdad o
Fig. 3. Example edge assignment by GREEDY-CONN algorithmtim selects an edge only among the ones that maximize the num-
groupsN; = {1,2,3} and Ny = {1, 3,4}. The new node pairs that becomeber of new group-connected node pairs, GREEDY-MARGIN-
group-connected in each group is indicated in bold letters. CONN chooses the one with the smallest cost among those
whose utilities 51~ NEW-CONNSu, v, G, N)) are within
a-margin of the maximum utility, hence the name GREEDY-

{1,3,4}, where, at each stage of the execution, the SKIARGIN-CONN.
of group-connected node pairs for each group is shown inBy taking into account the edges with smaller utilities
GC(Ny). For instance, starting from the empty set of edges addition to the ones with maximum utility, GREEDY-
in Fig. 3(a), the first edge added (%, 3) since it will make MARGIN-CONN can search and select at each step an edge
two group-connection (one in each group), as shown in Figusesmaller cost out of the ones in the larger candidate Bt (
3(b)-all others make only one group-connection excep?) (2#he parameten determines how smaller the utility of an edge
which is useless in this grouping. Then one of the ed@€e2), can be to be in the search space—the smaller (close to 0)
(2,3), (1,4), and(3,4) can be added at the second step as apy, the larger the candidate set is.= 1 is a special case
of them would make two pairs of nodes get group-connectgtht reverts back to GREEDY-CONN algorithm with the tie
in its respective set(1,2) is added in this example with thebroken by the link cost (smallest cost edge is added among
tie broken arbitrarily (Fig. 3(c)). Note that the additioi othe ones with the same, maximum utility), while= 0 is the
(1,2) not only make not only the node pair 1 and 2 getase that only the link cost is considered in constructirgy th
connected inN; but also make 2 and 3 get connected vigraph. Thus we expect the algorithm to perform well for our
node 1, which makes the addition of edge (2,3) unnecess#mary objective (the number of links) whenis large, and
thereafter. Finally, edge (3,4) is added from grauip (Figure to gracefully degrade as becomes smaller but improve its
3(d)), resulting in a graph compatible with the groupingtéNo performance for reducing link cost.
that, our greedy algorithm achieves the optimal assignnment
this simple example. B. Further reducing the number of links

The following lemma shows GREEDY-CONN returns a The greedy algorithms carefully add an edge whose utility is
graph compatible w.r.1Q. always positive, thus avoid adding unnecessary edge tophgra



built thus far. However, since the choice of the edges is only/. DISTRIBUTED OVERLAY CONSTRUCTION ALGORITHM
based on the graph topology selected in the previous staps, R pistributed algorithm

not on the edges added in the later stage, the final outpulhgrap

may contairedundantedges (to be formally defined shortly),

of overlay links to look back at the output graph from th
greedy algorithm and perform some “clean-up” procedure.

Specifically, theredundancyof an edge for a grapl: is

which can be removed from the graph without making any pallﬁ . ; o .
. . nISy to itself based on its local connectivity informatioor f

of nodes in the same group disconnected from each other. Tﬁu

o o L [IS"own groups.

it is advantageous to our objective of minimizing the number

In the distributed algorithm, each node continually makes a

cal decision as to whether to add and delete edges incident

Given a subgraplyr, = (Ni, Ey) for someN € Q,, let us

%enote byNV., (Gy) the set of neighbor nodes ofin Gy, i.e.,
Nu(Gy) = {v | (u,v) € Ey}. Similarly, £,(G) represents
the set of local edges incident toin Gy. Also &, denotes

defined in the opposite way of its utility. More specificallyall edggs incident ta in the entire grapltz = (IV, E), where
for a given graph = (N, E), we say an edgéu,v) € Eis £ = Ui—1 Bk

redundantn G if, for each N, € Q, ,, (recallQ), , are the set

The following two conditions must hold before the dis-

of groups that both andv belong to), there exists a connectedibuted algorithm is executed for the correctness:

path betweem andv other than the edge:, v) in the induced
subgraph( Ny, E). Note that an edgé, v)'s redundancy in a
given graphG can be easily verified by comparing the number
of connected node pairs iV, E) and that in(Ny, E, —

« (C1) Before executing the algorithm, has the correct,
up-to-date topology information offy, = (N, Ey) for
all N, € Q,.

» (C2) Whenu adds or deletes an edde,v) for some

{(u,v)}) for all k. v € Ny, after executing the algorithm, no other node in

Ny, adds or deletes its own edge at the same time.

The f((;lloyj[/rlwng :ehmrr;a sr:r?wsaredundanttgqtge ﬁﬂ be S(?felyl'he above two conditions ensure the correctness of the
removed without hurting the group-connectivity of the n8de€ yq sision made by each node. In Section V-C, we describe

Lemma 2: Suppose there is a redundant edgev] in a Now a distributed protocol of message exchange between the

graph G = (N, E). If a pair of nodesu’ and v’ are N,- Nodes can ensure these conditions.

group-connected i for any groupNy, v’ andv’ are also _ Given the topologyGy = (Ni, Ei) for all Ny € €,
Ny-group-connected i~ = (N, E — {(u, v)}. DISTRIBUTED-GREEDY algorithm (Algorithm 2) outputs

the updated set of a nodés local edgest, to be included in
Proof: Consider a redundant edge, ¢) in G = (N, E). the graph at its completion.
Let G\, = (N, Ex) be the subgraph induced by any arbitrary

Ny in G = (N, E). Suppose an arbitrary pair of nodes Algorithm 2 DISTRIBUTED-GREEDY Input
and v’ are Ni-group-connected for som&, in G, and let (u, Ny, Ng, Ex) V Ng € Qu, Outputfu

a sequence of nodes’ = wg,u1, - ,u; = v') denote a "~ . & ¢

path in between’ andv’ that go through nodes;, - - - ,u;_1 2: Vu = Uy, ca, N

(u; € Ny). If the path does not include a subsequefcey), 3: Fu — Vu — N,

then the removal of edge:, v) does not affect this path, hence 4: for all v € F, do

u' and v’ are still connected in(Ny, B, — {(u,v)}. If the 2 e or 2 Ny e, NEW-CONNSw, v, Ny, Ej)
path does include the. subsequertaev), because there is a ;. i max, > 0 then

path between: and v in N other than the edgéu,v) by g * — argmaxyer, m.,

definition of the redundant edges, after the removalhofy), 9 &, «— &, U {(u,v*)}

the pairu’ andv’ must be connected by another path whici0:  for all Ni € ©, do

is represented by replacing the subsequepce) in (v’ 1L Ei — Bp U{(u,0")}

,u; = v’) with the node sequence representing th(ll?zf end for

o, U1, * * - 3: end if
alternate path between andv. This completes the proofll 14 A,[] — Sort edges irf, in decreasing order of edge cost
15: for i < 1 to |Ey| do
Since_rgmoving a redundant edge does not hurt th(_a groug: i(quZ?z;)_iﬁ[rZ]edundant in any, = (Ni, Ex) for Ny € O
connectivity of a graph, once we have a graglcompatible then
with , we can check the edges & one by one to see if 1g: Euw — Eu—{(u,0)}
there are redundant edges to remove fi@nAs in the process 19:  end if

of adding the edges to the graph, where the order of edg®& end for

addition affect the finalE|, the order of visiting the edges 21 reum &,

in the removing process can also aff¢El after the removal

process ends. In the interest of reducing the total costef th Like the centralized GREEDY-CONN algorithm,
link, we take a heuristic approach to remove the redundddISTRIBUTED-GREEDY chooses an edge such that it
edges by checking the edgesinin the decreasing order of can maximize the number of new group-connected node
their cost. pairs added to the current graph (lines 4-13). Besides that,




however, DISTRIBUTED-GREEDY is quite distinguishedinks collectively added by all nodes can be greater than the
from its centralized counterpart in many aspects despé# thone assigned by centralized algorithm. Figure 4 illusgratech
seeming resemblance: an example, where the edges are added by each individual
« Each node only adds its own edges (the algorithm returgdes in a particular order of nodes 2, 4, 4 (again), and 3.
new set of edges for node only: line 21), by selecting This order of edge addition, especially two successive ones
one from those that are in at least one of its groups (|||J£y node 4, is possible due to the fully distributed executibn
2) but are not yet in its own edges (line line 3). Théhe algorithm by each individual node, which only controls
decision and action is thus fully localize. its own edges and does not force other nodes to add or
« Each node only considers the graph topology and tfiglete their edges in a specific order. However, our simarati
utility of its edges only within the groups it belongs tostudy in Section VI that compares the performance of the
as the input topology includes only the groups the nodlstributed algorithm against the centralized one shoasttie
belongs to. performance of DISTRIBUTED-GREEDY is generally within
« At each invocation of the algorithm, a node not onlgmall margin of what the centralized counterpart achieves.
adds an edge, but also it removes redundant edges amoniginally, the extension of DISTRIBUTED-GREEDY to
its own existing edges (lines 14-20), by checking th.@e d|str|buteq counterpart_ of GREEDY—MARG|N-CONN
redundancy of the existing edges in in the decreasiify also possible and straightforward. In what is called
order of their link cost (line 14). DISTRIBUTED-GREEDY-MARGIN, the selection of an edge
Note that, after each execution of the algorithm, at most offe P& added is made not only from the set of the edges with
edge is added, but multiple redundant edges can be removB§,highest utility, but also from the edges that have thigyuti
and sometimes no edge is added or deleted when there is/fi§in a-margin of the maximum utility, with the edge with
edge with positive utility and no redundant edge. Through tihe smallest cost selected from the e>§tended set. The prpos
repeated execution of DISTRIBUTED-GREEDY algorithm byf DISTRIBUTED-GREEDY-MARGIN is the same as that of
all nodes, the collective edge addition and deletion result tS céntralized counterpart: we would like the edges with as
the policy-compatible graph as a whole. We formally show trnall cost as possible while sacrificing the primary obyecti
convergence of this process in Section V-B. of reducing the number of links in to some extent controlled
Note also that, while each node adds and deletes only % & single parameter.
own edges, its decision is based on the utility and redur}darE
of the edges not only for the node itself but for other pairs’
of nodes in the groups that the node be|ongs to. This is\Ne show in this section that the distributed process of
possible because each node keeps getting updated with @dging and deleting edges by each node converges to a

graph topology of its groups through the distributed protocdlobal graph compatible w.r.f2. As we shall see below, the
described in the Section V-C. convergence is guaranteed under the two conditions C1 and

C2 in Section V-A.
For a given grapli; = (V, E') and given groupings of nodes

l Q= {Ny, -, Nk}, letus denot&)q(G) be the total number

Convergence of distributed algorithm

a a e ;0 of group-connected node pairs undgrin all N, € Q, i.e.,

& «

Qa(G) = Z Z 1(u andwv are Nj-group-connectgd

(1,3) > (1,2) > (3.4) 2452(;)3?_%4(; )17 Fl e

@ o ) o Everytime a node changes its edge, the global gi@ph

(N, E) changes: when an edde, v) is added (deleted) by
Fig. 4. Distributed greedy assignment can assign more etiums its either u orwv, E will change to £ U {(um)} (E-{(u,v)},
centralized counterpart. (a) The same assignment by theatieed algorithm respectively). Since only one edge is added or deleted at a
as in Figure 3 (b) The edges added by a run of distributed ms&gts by tjme (due to the condition C2), WOLG, we denote the evolving
nodes in the order of 2, 4, 4, and 3. The number before each iadtie
sequence of graphs byz(, G1,G2, ).

sequence indicates the node that adds that edge. A i
Theorem 2:Starting from an arbitrary grapfiy, the evolv-

While the benefit of the distributed algorithm (reduceiﬂg sequence of the graphs(, G1, G2, - - -) generated by the
overhead for each node, localized decision based on |0g§trlbuted process DISTRIBUTED-GREEDY converges to a

information), it comes with some expense. Due to each nod§@Ple grapht = (N, E) which is compatible w.r.t2 in a

myopic view of the local network topology, the number ofin@l number of steps.
Proof: We first prove the convergence of the process.

“We assume that other nodes are fully cooperative to a nodditian of For any: = 0,1, ---, the transition fromG; to G, occurs
edges to them as long as they are in the same group. This isseaned@e \when some edgéu v) is either added or deleted. Since
assumption because a node would add edges only to the ottlerindhe . ’ .
same group, and in our trust model (Section IIl), nodes instimae group are an edge QQ’ ”) is added Only when it can create some new
mutually trusted. group-connected node pair in somé, < ,, (line 7),



Qa(G;) < Qa(G;41) if the transition is caused by an edge: REJECTSs it if the responding node has not itself initiated
addition. If the transition occurs due to an edge deletion, handshake process for its own edge’s change, to prevent a
Qa(G;) = Qa(Giy1) because only redundant edges can tsmultaneous edge change tyn the same group. Otherwise,
deleted, and, by Lemma 2, the number of connected pairs daeACCEPTsu’'s request, after which it refrains from initiating
not decrease for any group due to the removal of redunda@st own change process until it receives the further outcome
edges Qo (G;) does not increase either). (UPDATE or ABORT) of the change process from (iii)

Now sinceQq(G;) is bounded from above by some conFinally, if nodew receives ACCEPT messages from all nodes
stant A = Zszl w the number of times thatin the group, it changes the edge, v), and sends UPDATE
Qq(G;) increases (hence the number of edge additions) is alse@ssages to group nodes. If it receives at least one REJECT,
bounded byA. Also, for each interval between two consecuit does not change the edge, and sends ABORT messages.
tive edge additions, there can be only upw edge  The handshake process serves two purposes: (i) A node
deletions. Therefore, the distributed process shoulditet® w« changes its edge in grouly;, only when all other nodes
within a number of steps less tha LN+, in N, have accepted the change. Since, if all of them have

Next we show the converged graph is a compatible graphcepted the changes, they are prevented from changing thei
by contradiction. Suppose the distributed process resultss own edges until the requesting node completes its change, th
graphG = (V, E) not compatible w.r.tQ2. Then there must be edge change by, must be the only one at the time of its
some pair of nodeg:, v) in some groupVy, that are not group- change. This ensures condition C2. (i) If a nodec Ny
connected inGy, = (N, Ey). For each such pairs, howeverreceives atUPDATE message from some other node Ny,
this condition must be recognized by all nodesNp as all the edge change contained in the message is used to update
nodes inNV, have the correct topology information 6f, = v’'s view of the topology ofN;. Since every node will send
(Ng, Ex). If no other node inN, adds an edges to improvethe UPDATE message withinV;, for every edge change, and
the connectivity ofu andv in G, eitheru or v will add an since a node would not attempt to change its edge/), if
edge between them since adding such an edge can certagtigne other node iV, is in the changing process, the group
increases the number of group-connected pairéVin This topology G, = (Ni, Ex) is always accurate by the time any
contradicts to the assumption that the process has temdinanodev in N, changes its edge. This ensures condition C1.
and hence completes the proof. [ | In our simulation study in Section VI, however, we forgo

_ the full implementation of this distributed protocol as our

The proof of Theorem 2 reveals the following property. ,iimary focus in this paper is to present and evaluate the

Corollary 3: The distributed process of DISTRIBUTED-Performance of the distributed algorithm. Instead, we erteul

GREEDY terminates in a polynomial number of steps w.itfe behavior of this process by having each node take the
IN| and |Q|. turn of changing the edges in random order, from which we

Proof: In the proof of Theorem 2, we have shown the totdi€ able to obtain results that indicate the dynamic prgpmxrt
number of times DISTRIBUTED-GREEDY is executed by alpur distributed algorithm, such as the number of edge cteange
nodes is bounded bszzl \NkI(IJQVkI—l) % IN\(UQVIH) which is We leave the implementation and comprehensive treatment of
in O(|Q||N|*). Also since each execution of DISTRIBUTED-the distributed protocol as future research item.

GREEDY is also polynomial inN| and|?|, the whole process VI
finishes in a polynomial time steps.

. PERFORMANCEEVALUATION

In this section we evaluate the performance of our proposed

C. Obtaining group topology algorithms by simulation study. In our simulation, we ceeat

Nodes use a distributed protocol to ensure the two cond@#ndom grouping of node$?, for which each nodeu is
tions C1 and C2 presented in Section V-A. Our mechanisassigned to each groupy;, with some probabilityp. We
is similar in spirit to the distributed protocol proposed[#), conduct simulations by varying the size of inp{né§| and|(|,
which is used for a distributed resource replication atjoni and alsa. Due to space limitation, most results in this section
and its convergence. Here we provide only a high-level $kettepresent the case witli2|=10 andp=0.5, unless otherwise
of the protocol, with particular emphasis on how it is used igpecified. Other results showed similar trends. We als@@ssi
our context of distributed overlay construction. the cost of link between each pair of nodes uniformly at

Before a node changes its edges in a group, it iniandom in (1, |N|]. We evaluate both the number of links
tiates a three-way handshake of messages with all oth&it and the total link cost(E) assigned by the algorithms.
nodes in the same group to get consent of other nodesFHar each different setting ofN| and |2, we obtain these
the group for the change. The handshake is composedpefformance values by averaging the ones obtained from 10
three stagesREQUESTACCEPT/REJECTUPDATE/ABORT simulations.
(i) First, when nodeu decides to change an edge,v), u We first see thgE|-performance of GREEDY-CONN al-
sends REQUEST messages to other nodes in the grama gorithm against the optimal value. Figure 5 shows the ratio
v belong to, indicating:'s intention to change its edge. Otherof % where|Ey cedy| and|Eopiimai| are the numbers
nodes respond to this message either by accepting the chansfgedges assigned respectively by GREEDY-CONN and an
or rejecting it. (i) Any nodew that receives the request fromexhaustive search. Due to the limitation in the computing



|E| resulted by the distributed greedy algorithm is within
5% to 10% range of the centralized one. Figure 11 shows
the impact of varying group size witp varied to the|F]
performance. Interestingly, there is a trend of increasing
initially when p increases in small values (0.2 to 0.4) but it
decreases ag further increases. This is because wheis
small, increasingg means bigger sizes of individual groups,
thus requiring more links for each group. Howevep ikeeps
increasing and approaching to 1.0, the overlapping of nodes
: across the groups also intensifies, and links assigned toug gr
can be shared and reused by other groups.
Finally, in Figure 12, we plot the total number of times
that the links are added or deleted by the collective prootss
DISTRIBUTED-GREEDY algorithm. The curves suggest that

the total number of link changes increases at most linearly
power, we are only able to show the results for small ranges Oh the number of the groups and nodes. This in turn means

€2 and|N|, where the greedy algorithm achieves near—optlmﬁ.le edge changes per node is kept within a constant level (les

|| (less than 3% of the optimal). than 2 times on average in the figure) regardless of the size of

Figures 6 to 9 compareff| and ¢(E) performance of i, 1| and|Q2|, suggesting our algorithm is highly scalable
the centralized algorithms and distributed algorithms. the ;.\ large-scale networks.

comparison with another approach, we include the results of

an algorithm that, starting from complete graph@removes VII. CONCLUSION

redundant edges one by one in the decreasing order of edgln this paper, we formally studied the problem of con-
cost. We call this algorithm G-MST (Group-Minimum Spanstructing an overlay that satisfies a given set of policyebdas
ning Tree) because it is similar to Reverse-delete algor[8] grouping of nodes to support access control and cybersgcuri
that solves optimal minimum spanning tree problem for ingBased on graph theoretical analysis and rigorous algorithm
tree, except that it removes only the redundant edge vhet. tdesign we presented the following major contributions\We)
grouping 2. Note that G-MST is designed only toward thdormulated an optimization problem to construct a minimum
goal of minimizinge(E) but not| E|, and thus the comparisonoverlay that satisfies the policy-based access controlpgou
against it is made to evaluate our GREEDY-MARGIN-CONNnd formally prove that it is NP-complete; (b) We designed
and DISTRIBUTED-GREEDY-MARGE algorithms. centralized algorithms that can achieve results very ctose

Figures 6 and 7 show the average number of edges, the optimal case (within 3%); (c) We also designed distabut
selected by our centralized algorithms and distributea-algalgorithms that are comparable to the centralized scheme an
rithm, respectively, with€2| = 10. Our first observation (and can improve the performance by up to 30% compared to a
rather obvious one) is thaE| increases akV| increases. It is naive construction; (d) We extended our algorithm to suppor
because with fixegh, average group sizgV;| increases with a secondary optimization goal to optimize the sum of edge cos
||, for which more links are needed for group-connectivitywith a tunable parameter so that one can continuously change

Another thing we notice in these figures is that, as intend&@e result from edge optimization to cost optimization.
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